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Abstract 

We have described in another paper how to develop and 
use smart certificates by extending X.509 with several 
sophisticated features for secure attribute services on 
the Web. In this paper, we describe an implementa- 
tion of RBAC (Role-Based Access Control) with role 
hierarchies on the Web as one possible application of 
smart certificates. To support RBAC, we issued smart 
certificates - which hold the subjects’ role information - 
and configured a Web server to use the role information 
in the certificate instead of identities for its access con- 
trol mechanism. Since the subjects’ role information 
is provided integrity, the Web server can trust the role 
information after authentication and certificate verifi- 
cation by SSL, and uses it for role-based access control. 
To maintain compatibility with existing technologies, 
such as SSL, we used a bundled (containing the sub- 
ject’s identity and role information) smart certificate in 
the user-pull model. 

1 Introduction 

The World-Wide-Web (WWW) is a critical enabling 
technology for electronic commerce and business on the 
Internet. Its underlying protocol, HTTP (HyperText 
Transfer Protocol), has been widely used to synthesize 
diverse technologies and components in Web environ- 
ments. WWW is commonplace. Increased integration 
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of Web, operating system, and database system tech- 
nologies will lead to continued reliance on Web tech- 
nology for enterprise computing. However, current ap- 
proaches to access control on Web servers are mostly 
based on individual users; therefore, they do not scale 
to enterprise-wide systems. 

A successful marriage of the Web and a strong and 
efficient access control technology has potential for 
considerable impact on and deployment of effective 
enterprise-wide security in large-scale systems. Role- 
based access control (RBAC) [San981 is a promising 
technology for managing and enforcing security in large- 
scale enterprise-wide systems. The basic notion of 
RBAC is that permissions are associated with roles, and 
users are assigned to appropriate roles. This greatly 
simplifies security management. We were motivated by 
the need to manage and enforce the strong ,and efficient 
access control technology of RBAC in large-scale Web 
environments. 

Public-key infrastructure (PKI) has been recognized 
as a crucial enabling technology for security in large- 
scale networks. To support PKI, X.509 [HFPS98, 
ITU93, ITU97] certificates have been widely used. The 
basic purpose of X.509 certificates is simply the binding 
of users to keys. Therefore, we have developed smart 
certificates by X.509 with several sophisticated features 
for secure attribute services, and introduced their pos- 
sible applications on the Web [PS99]. 

In this paper, we describe an implementation of 
RBAC (Role-Based Access Control) with role hierar- 
chies on the Web as one possible application of smart 
certificates. In the implementation, we used a Netscape 
Certificate server to issue smart certificates, and a Mi- 
crosoft IIS 4.0 in Windows NT platform to support 
RBAC on the Web. However, this approach is also pos- 
sible using other certificate servers or Web servers in dif- 
ferent platforms by proper configuration. To maintain 
compatibility with existing technologies, such as SSL, 
we used a bundled (subject’s identity and role informa- 
tion) smart certificate in the user-pull model [PS99]. 



The rest of this paper is organized as follows. First, 
in Section 2, we describe the technologies most relevant 
to our work, such as RBAC, X.509, and SSL. In Sec- 
tion 3, we give a quick overview of smart certificates. 
In Section 4, we describe how we actually implemented 
RBAC on the Web using smart certificates. This is fol- 
lowed by a discussion of related work in Section 5 and 
our conclusions in Section 6. 

2 Related Technologies 

2.1 Role-Based Access Control 

Role-based access control (RBAC) has rapidly emerged 
in the 1990s as a promising technology for managing 
and enforcing security in large-scale enterprise-wide sys- 
tems. The basic notion of RBAC is that permissions are 
associated with roles, and users are assigned to appro- 
priate roles. This greatly simplifies security manage- 
ment . 

A role is a semantic construct forming the basis of 
access control policy. With RBAC, system admin- 
istrators can create roles, grant permissions to those 
roles, and then assign users to the roles on the basis of 
their specific job responsibilities and policy. Therefore, 
role-permission relationships can be predefined, which 
makes it simple to assign users to the predefined roles. 
Without RBAC, it is difficult to determine what per- 
missions have been authorized for what users. 

RBAC is a promising alternative to traditional dis- 
cretionary and mandatory access controls, and ensures 
that only authorized users are given access to certain 
data or resources. It also supports three well-known 
security policies: data abstraction, least-privilege as- 
signment, and separation of duties. 

2.2 Public-Key Certificate (X.509) 

A public-key certificate is digitally signed by a certifi- 
cate authority (a person or entity) to confirm that the 
identity or other information in the certificate belongs 
to the holder (subject) of the corresponding private key. 
If a message-sender wishes to use public-key technol- 
ogy for encrypting a message for a recipient, the sender 
needs a copy of the public key of the recipient. On 
the other hand, when a party wishes to verify a dig- 
ital signature generated by another party, the verify- 
ing party needs a copy of the public key of the signing 
party. Both the encrypting message-sender and the dig- 
ital signature-verifier use the public keys of other par- 
ties. Confidentiality, which keeps the value of a public 
key secret, is not important to the service. However, in- 
tegrity is critical, as it assures public-key users that the 

public key used is the correct one for the other party. 
For instance, if an attacker is able to substitute his or 
her public key for the valid one, encrypted messages can 
be disclosed to the attacker and a digital signature can 
be forged by the attacker. 

ITU (International Telecommunication Union) and 
IS0 (International Organization for Standardization) 
published the X.509 standard in 1988 [ITU93], which 
has been adopted by IETF (International Engineering 
Task Force). X.509 is the most widely used data format 
for public-key certificates today and is based on the use 
of designated certificate authorities (CAs). An X.509 
certificate has been used to bind a public-key to a par- 
ticular individual or entity, and it is digitally signed by 
the issuer of the certificate (certificate authority) that 
has confirmed the binding between the public-key and 
the holder (subject) of the certificate. 

2.3 Secure Socket Layer (SSL) 

SSL (Secure Socket Layer [WS96]) was introduced with 
the Netscape Navigator browser in 1994, and rapidly 
became the predominant security protocol on the Web. 
Since the protocol operates at the transport layer, any 
program that uses TCP (Transmission Control Proto- 
col) is ready to use SSL connections. The SSL protocol 
provides a secure means for establishing an encrypted 
communication between Web servers and br0wsers.i 
SSL also supports the authentication service between 
Web servers and browsers. 

SSL uses X.509 certificates. Server certificates pro- 
vide a way for users to authenticate the identity of a 
Web server. The Web browser uses the server’s pub- 
lic key to negotiate a secure TCP connection with the 
Web server. Optionally, the Web server can authenti- 
cate users by verifying the contents of their client cer- 
tificates. 

3 Smart Certificates Overview 

An attribute is a particular property of an entity, such 
as a role, access identity, group, or clearance. If the 
attributes of individual users are provided securely on 
the Web by security services (e.g., authentication, in- 
tegrity, and confidentiality); we can use those attributes 
for many purposes, including attribute-based access 
control, authorization, authentication, and electronic 
transactions. A successful marriage of the Web and 
secure attribute services has potential for considerable 

‘In many cases, due to export restrictions from the United 
States, only weak keys (40 bits) are supported, but SSL tech- 
nology is intrinsically capable of very strong protection against 
network threats. 
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impact on and deployment of effective enterprise-wide 
security in large-scale systems. 

In response, we have developed smart certificates to 
support secure attribute services on the Web by extend- 
ing X.509 with several sophisticated features, without 
losing compatibility with X.509. Details for motivation 
and techniques about smart certificates are described 
in [PS99]. The smart certificates are able to provide 
short-lived lifetime, attributes, multiple CAs, postdated 
and renewable services, and confidentiality services in 
PKI. According to the requirements of applications, 
some of these new features can be selectively used in 
conjunction with currently existing technologies. 

Smart certificates support both user-pull and server- 
pull models [PS99]. A bundled (identity and attributes) 
smart certificate is useful for the user-pull model, since 
Web servers require both identity and attribute infor- 
mation from each user in the model. In contrast, the 
bundled certificate is not a good solution for the server- 
pull model, because identity and attribute come from 
different places in the model. In this case, an additional 
channel is required for attribute transfer between the 
attribute server and Web servers. 

To use certificates, user cooperation is required. 
Whenever the user connects to a Web server - which 
requires a certificate from the client - the user needs to 
select a proper certificate among her available certifi- 
cates, and present it to the server. Once Web servers 
install the same CA (Certificate Authority) certificate 
as an acceptable certificate under a certain policy, a 
certificate issued by the CA can be used in many Web 
servers (even in different domains). For instance, Al- 
ice’s smart certificate - which has her credit card in- 
formation - can be used in many Web sites in different 
domains for electronic commerce on the Web. 

If we use a bundled smart certificate, a user’s at- 
tribute and public-key information can be included in 
a single certificate. This provides simplicity for both 
the protocol itself and for certificate administration. 
When we need separate authorities for attributes and 
authentication services, each authority signs separately 
on the same basic certificate and corresponding exten- 
sion field, which contains attribute information. This 
can happen multiple times on a basic certificate by dif- 
ferent attribute authorities. Each attribute authority 
has independent control over the attributes he issued. 
Even though a smart certificate can support indepen- 
dent management for the public key information and 
attributes, the system management becomes simpler if 
there is only one authority controlling both sets of in- 
formation. 

4 RBAC Implementation by Smart 
Certificates 

Current approaches to access control on Web servers are 
mostly based on user identities. A successful marriage 
of Web and RBAC (Role-Based Access Control [San98]) 
technology can support effective enterprise-wide secu- 
rity in large-scale systems. 

Figure 1 shows a schematic of RBAC on the Web. 
The role server has user-role assignment information 
for the domain. After a successful user authentication, 
the user receives his or her assigned roles in the domain 
from the role server. Later, when the user requests ac- 
cess to a Web server with the assigned roles in the do- 
main, the Web server allows the user to execute trans- 
actions in the server based on the user’s roles instead of 
her identity. The Web servers may have role hierarchies 
or constraints based on their policies. Administration 
of the role server can be performed in a decentralized 
manner by administrators on the Web [SP98]. 

Nevertheless, the important question arises: how can 
the Web servers trust the role information presented by 
users? For instance, a malicious user may gain unau- 
thorized access to the Web servers by using forged role 
information. Therefore, we must protect the role infor- 
mation from being forged by any possible attacks on 
the Web, as well as in the end-systems. 

There are many possible ways to support the above 
requirement. In this paper, as one possible solution, we 
will describe how we implemented RBAC (Role-Based 
Access Control) with role hierarchy on the Web using 
smart certificates. In this implementation, we used a 
bundled (subject’s identity and roles) smart certificate 
in the user-pull model [PS99], maintaining compatibil- 
ity with existing technologies such as SSL, without re- 
quiring an additional channel for attribute transfer on 
the Web. We used a Netscape Certificate server and a 
Microsoft IIS 4.0 in Windows NT platform to support 
RBAC on the Web. However, this approach is also pos- 
sible using other certificate servers or Web servers in 
different platforms. 

4.1 Obtaining and Presenting Assigned 
Roles on the Web 

Figure 2 shows how a bundled smart certificate is 
issued and used for RBAC on the Web. If a user, Al- 
ice, wants to execute transactions in the Web servers 
in an RBAC-compliant domain, she first connects to 
the role server in the beginning of the session. Af- 
ter the role server authenticates Alice, it finds her 
explicitly assigned roles in the URA (User-Role As- 
signment [SP98, SB97]) database and creates a smart 
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Figure 1: A Schematic of RBAC on the Web 

certificate (which holds her explicitly assigned roles). 
Then, the smart certificate is sent to and stored in 
Alice’s machine - which has Alice’s private key corre- 
sponding to the smart certificate - so that Alice does 
not need to go back to the role server to obtain her as- 
signed roles until the certificate expires. Consequently, 
she can use the roles in her smart certificate in the 
RBAC-compliant domain as long as the certificate is 

valid. In this implementation, we used the OU (Orga- 
nization Unit) field in X.509 certificates to store each 
subject’s role information, and both identity and roles 
are signed by a single certificate authority. However, if 
a smart certificate has different attributes (which need 
to be signed by different CAs), or obtains detailed at- 
tribute information, such as validity for each attribute 
or attribute issuer, we can use the extension fields of 
X.509. Furthermore, separate certificates for identity 
and roles are also possible in the server-pull model. 

Alice may have many smart certificates in her ma- 
chine. When Alice requests access to a Web server 

which requires clients’ 
Tp 

certificates and has PRA 
ermission-Role Assignment [SBC+97]) information - 

by typing the server’s URL in her browser, the browser 
and Web server authenticate each other over SSL. Af- 
ter the browser receives and verifies the server’s X.509 
certificate, Alice needs to select a proper smart certifi- 
cate - which has her role information - and sends it to 

the Web server. The Web server authenticates Alice 
by verifying the smart certificate. If the smart certifi- 
cate is valid and verified successfully, the Web server 
trusts the role information in the certificate and uses 
it for RBAC with a role hierarchy and permission-role 
assignment information in the Web server, as described 
below. 

4.2 RBAC in the Web Server 

Internet Information Server (IIS) depends on Win- 
dows NT File System (NTFS) permissions for securing 
individual files and directories from unauthorized ac- 
cess. NTFS permissions can be precisely defined with 
regard to the users who can access the contents of the 
server and which permissions are allowed to the users, 
while Web server permissions are applied to all users 
accessing the Web server.2 NTFS permissions apply 
only to a specific user or group of users with a valid 
Windows NT account. 

In a Windows NT environment, we can control user 
access to the contents in a Web server by properly con- 
figuring the Windows NT file system and the security 
features of the Web server. When the user attempts to 

2For instance, Web server permissions can control whether 
users visiting the Web site are allowed to view a particular page, 
run scripts, or upload information to the site. 
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Figure 3: An Example Role Hierarchy 

access the Web server, the server executes several ac- 
cess control processes to verify the user and determine 
the allowed level of access based on its policy. 

To support RBAC with the role hierarchy depicted 
in Figure 3, we configured an IIS 4.0 with two creative 
ideas: role accounts and PAA (Permission-Account As- 
signment) in the Web server. These ideas are described 
in the following subsections. 

4.2.1 Mapping Roles to Role Accounts 

Since the Web server uses roles - denoted in the client 
smart certificates - for its access control mechanism, 
regular user accounts are not necessary in the server.s 
Instead, we created the role accounts (e.g., Direc- 
tor, ProjectLeadl, ProjectLead2, ProjectEngineerl, 
QualityEngineerl, and so on) in the Windows NT 
server, where the Web server (IIS 4.0) is installed. 
Then, by configuring the Web server’s certificate map- 
ping feature, we mapped each role in the role hierarchy 
in Figure 3 to the corresponding role account in the 
Windows NT server. For example, we mapped the role 
DIR to the role account Director in the server. After 
a user (subject), Alice, authenticates to a Web server 

3The Web server may need administrator accounts for its 
maintenance. 

over SSL by sending her client smart certificate - which 
has the role “DIR’ - to the server, she is mapped to the 
role account ‘LDirector” in the Windows NT server. As 
a result, even though Alice does not have an account in 
the server, she acquires the Director’s permission in the 
server, since she is assigned to the role “Director,” de- 
noted in her smart certificate. The permission of each 
role account depends on the policy of the Web server. 

4.2.2 Providing Role Hierarchy 

How then can the Web server support the role hier- 
archy? Figure 4 shows how we used a built-in access 
control mechanism in the Windows NT server to sup- 
port the role hierarchy depicted in Figure 3. Reflect- 
ing the roles in the hierarchy, we created the role ac- 
counts, such as Director, ProjectLeadl, ProjectLead2, 
ProjectEngineerl, QuaHtyEngineerl, and others. We 
also created directories in the Windows NT file sys- 
tem, where each directory has files to be accessed by 
a specific role in the role hierarchy. Subsequently, we 
configured the Windows NT file system to assign each 
role account to specific access rights to the directo- 
ries based on the role hierarchy. For instance, the 
role account Project-Lead1 is assigned to access rights 
to the Projectlieadl’s directory - which has resources 
for the role Project-Lead1 - and the directories that 
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require the roles junior to the Project-Lead1 role in 
the role hierarchy. In other words, if Alice is mapped 
to the role account ProjectLeadl, she obtains per- 
missions assigned to the role account ProjectLeadl, 
thereby acquiring access rights to the directories for 
ProjectLeadl, ProjectEngineerl, QualityEngineer& 
Engineerl, Engineering Department, and Employee. 

As a result, after verifying the smart certificate, the 
Web server allows the user, Alice, to execute transac- 
tions based on her roles - contained in the OU field 
of the certificate - instead of her identity. In other 
words, the Web server does not, care about the user’s 
identity. This resolves the scalability problem of the 
identity-based access control, which is being used pri- 
marily in existing Web servers. Furthermore, since the 
Web server also uses a role hierarchy, it supports a 
natural means for structuring roles to reflect an orga- 
nization’s lines of authority and responsibility. Each 
Web server may have a role hierarchy different from 
that in other servers. The location of RBAC-compliant 
Web servers is geographically free from that of the role 
server, since smart certificates (which include the sub- 
jects role information) can be issued by one certificate 
server for use by other Web servers, regardless of their 
physical location. 

5 Related Work 

5.1 Secure Cookies 

Park and Sandhu4 have developed secure cookies by ex- 
tending the existing cookie mechanism between Web 
servers and browsers with cryptographic technologies, 
and also implemented RBAC with role hierarchies on 
the Web using secure cookies [PSG99]. To protect the 
role information in the cookies, they provided security 
services, such as authentication, confidentiality, and in- 
tegrity, to the cookies using PGP and CGI scripts in 
the Web servers. The cookie-issuing Web server creates 
a set of secure cookies including the user’s role infor- 
mation, and other Web servers use the role informa- 
tion for RBAC with role hierarchies after cookie ver- 
ification. The use of secure cookies is a transparent 
process to users and applicable to existing Web servers 
and browsers. 

5.2 getAccess 

encommerce has released getAccess [enC98] to imple- 
ment a hierarchical role-based model for the organiza- 
tion online. Each role defines a specific access privilege 

4The Laboratory for Information Security Technology (LIST) 
at GMU, http://www.Iist.gmu.edu 

to one or more resources. The roles can be grouped into 
macro roles, and macro roles can also have other macro 
roles. There are four main software modules in this 
product,: registry server, access server, administration 
application, and integration tools. The access server is 
located in a company’s Intranet or Extranet, while the 
registry server is always located in the Intranet. A user 
always connects to the access server first via browsers. 
The access server then connects the registry server to 
obtain the user’s identification and roles through a se- 
cure connection. Subsequently, the registry server au- 
thenticates the user and returns the user’s encrypted 
role information through cookies. These cookies are 
temporarily stored in RAM on the user’s machine while 
the browser is open. When the user connects to a Web 
server in the Intranet, the browser sends the cookies 
to the Web server. The Web server then decrypts and 
uses the encrypted role information in the cookies for 
role-based access control in the server. 

The getAccess mechanism uses encrypted cookies; 
however, there is a huge difference between its approach 
and secure cookies. The encrypted cookies are not 
stored in the user’s machine after the session. In other 
words, if a session is ended by closing the browser, the 
encrypted cookies disappear. This means that when- 
ever a user, Alice, needs to connect, to a Web server 
with her roles, she must connect to the registry server 
first, through the access server. On the contrary, se- 
cure cookies - which obtain the user’s role information 
- can be stored in the user’s machine securely after the 
session, even when the power of the user’s machine is 
off. This is possible because the secure cookies can be 
provided integrity and authentication services as well 
as encryption. Therefore, once Alice obtains her secure 
cookies, she can use her roles unti1 the cookies expire, 
without having to connect to the cookie issuer. 

5.3 Trusted Web 

Siemens Nixdorf released TrustedWeb [Nix98], which 
supports role-based access control for Web contents and 
applications, as well as security services, such as mu- 
tual authentication, integrity, and confidentiality for 
Intranets. The system, combining elements from both 
Sieman’s SESAME [PP95] and Kerberos [Neu94], pro- 
vides a single list of users on its central domain security 
server and assigns roles to the users. Therefore, access 
to the individual Web servers in the Intranet is con- 
trolled based on the role rather than the identity of the 
user. However, to use Trusted Web, the client’s browser 
needs specific software installed in the client’s machine 
to communicate with the BustedWeb servers in the In- 
tranet while our techniques do not require any specific 
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software in the client side. 

6 Conclusion 

In this paper, we have described how we implemented 
RBAC with role hierarchies on the Web using smart 
certificates. The certificate authority issues a smart 
certificate, including a subject’s identity and role infor- 
mation, and Web servers use the role information for 
RBAC with role hierarchies after identity and attribute 
verification. This access control mechanism solves the 
scalability problem of existing Web servers. The im- 
plementation is transparent to users and applicable to 
existing Web servers and browsers. 
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